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Abstract The era of Big Data has begun, people are more concerned about data privacy. On the one hand, the users
are more eager for fresh and low-latency searching results than ever. On the other hand, they do not want to open the
searching information. To this end, this paper proposes a memory-based distributed private stream searching system, in
which queries are encrypted by Paillier cryptosystem. The system adopts shared-nothing architecture to support the
horizontal scalability, and partitions the stream into fragments to achieve parallel query and bitmap index-based storage.
Experimental results show the effective and efficient of the system.
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Query#

Query

1

SELECT count(*) FROM _table_ WHERE timestamp > 2AND timestamp < ?

SELECT count(*), sum(metricl) FROM _table. WHERE timestamp 27 AND timestamp < ?

2
3
24

SELECT count(*), average(metricl) FROM _table_ WHERE timestamp 22 AND timestamp <?

SELECT high_card_dimension, count(*) AS cnt FROM _table_ WHERE timestamp 2 2AND timestamp < ? GROUP
BY high_card_dimension ORDER BY cnt limit 100

5

SELECT high_card_dimension, count(*) AS cnt, sum(metricl) FROM _table_ WHERE timestamp > 2AND timestamp
< ? GROUP BY high_card_dimension ORDER BY cnt limit 100

6 SELECT high_card_dimension, count(*) AS cnt, sum(metricl), sum(metric2), sum(metric3), sum(metric4) FROM
_table_ WHERE timestamp 2 2AND timestamp < ? GROUP BY high_card_dimension ORDER BY cnt limit 100
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with SAP HANA on IBM eX5 Systems, IBM Redbooks, 2014

Wang Lam, Lu Liu, STS Prasad et al..Muppet: MapReduce Style Processing
of Fast Data[C]// Proceedings of the VLDB Endowment, 2012: 5(12):
1814-1825.

Matei Zaharia, Tathagata Das, Haoyuan Li et al.. Discretized Streams: An
Efficient and Fault-Tolerant Model for Stream Processing on Large
Clusters[C]// Proceedings of the 4th USENIX conference on Hot Topics in
Cloud Computing, 2012: 10.

Ousterhout John, Agrawal Parag, Erickson David et al.. The case for
RAMClouds: scalable high-performance storage entirely in DRAM[J], ACM
SIGOPS Operating Systems Review, 2010, 43(4):92-105.

Zaharia Matei, Chowdhury Mosharaf, Franklin Michael J, Shenker Scott,
Stoica lon. Spark: cluster computing with working sets[C]//. Proceedings of
the 2nd USENIX conference on Hot topics in cloud computing, 2010.

Bethencourt J, Song D, Waters B. New techniques for private stream
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